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Greece, 3rd century BC
     ~2,300 years ago.



Scytale is the key to encrypt and 
decrypt the message

Scytale 



This is my first encrypted 
message



G H S T I N H A

T h i s i s m y

f i r s t e n c

r y p t e d m e

e s a g e



Ciphertext: 
Tfrehiysirpasstgiteesedmnmyce

Question?



Last century BC
~2000 year ago





           A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
 Cipher   X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

Random T Y Z B C F H J  …………………………………………………….

Plaintext:    THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG

Ciphertext: QEB NRFZH YOLTK CLU GRJMP LSBO QEB IXWV ALD





World War I



Cipher Disk

1470 AD – 
1940 AD

600-200 years ago 



World War II



https://www.cryptomuseum.co
m/crypto/enigma/i/index.htm

The "Enigma" was a cipher machine 
extensively used by Nazi Germany 
during World War II to encode secret 
messages, considered so secure at 
the time that it was believed to be 
unbreakable

https://www.cryptomuseum.com/crypto/enigma/i/index.htm
https://www.cryptomuseum.com/crypto/enigma/i/index.htm


Enigma  

Change Keys every day in the wars



HELLO Plaintext:

Keys: KEYKE 



H
K 

Ciphertext:



Key space

Char: 123

Encrypted message:    CGZ

111 112 113 121 123 131 132 133 ……….

3 * 3 * 3 = 27



Key Space

52 unique characters

Question？

If  I send you 100 encrypted letters, 
how to calculate the key space?



Alan Turing





 Modern Cryptography
100 year ago ~ present



Symmetric Encryption

Symmetric encryption is a type of encryption key management solution 

where only one key (a secret key) is used to both encrypt and 
decrypt.



DES (Data Encryption Standard)

● Originally designed by IBM and adopted by the U.S. government in 1977 
as a Federal Data Processing Standard.

● Uses a 56-bit key and supports multiple operation modes (e.g., ECB, 
CBC).

● Now considered insecure primarily due to its relatively short key length, 
making it vulnerable to brute-force attacks.



AES (Advanced Encryption Standard)

● Also known as Rijndael, designed by Joan Daemen and Vincent 
Rijmen.

● One of the most widely used symmetric encryption algorithms 
today.

● Supports key sizes of 128, 192, or 256 bits.
● Offers strong security and high performance, making it the top choice 

in most modern applications.



Blowfish

● Designed by Bruce Schneier; supports a variable key length ranging 
from 32 to 448 bits.

● Known for its fast encryption speed and high security.
● Particularly suitable for environments with limited resources (e.g., 

embedded systems).



ChaCha20

● Designed by Daniel J. Bernstein; typically classified as a stream 
cipher but also considered a form of symmetric encryption.

● Renowned for its efficiency, speed, and strong security properties.
● Widely used in modern protocols, including certain cipher suites in 

TLS 1.3.









Application
A

Application
B

COMPUTER A COMPUTER B

Hello

1000001100100110101100011101
1111100101101001111 (47 bits)Hardware Hardware

Translate binary code 
to human readable 
languages

Translate hello to 
binary codes





128 chars 
https://www.rapidtables.com/conver
t/number/decimal-to-binary.html?x=
97

Hello == 72 101 108 108 111

1000 0011 0010 0110 1011 0001 
1101 1111 1001 0110 1001 111 == 
47 bits 

hello

 

https://www.rapidtables.com/convert/number/decimal-to-binary.html?x=97
https://www.rapidtables.com/convert/number/decimal-to-binary.html?x=97
https://www.rapidtables.com/convert/number/decimal-to-binary.html?x=97


Hello World!

Question?



01001000 01100101 01101100 
01101100 01101111 00100000 
01010111 01101111 01110010 
01101100 01100100 00100001

96 Bits == 12 Bytes
8 Bits == 1 Byte



Stream 
Cipher

Stream ciphers are the algorithms that 
encrypt basic information, one byte/bit at 
a time.



Block
Cipher

block ciphers separate the raw 
information into chunks of data of 
a fixed size. 





AES (32 Bytes 256 bits)

Why secure？





Brute Force Attack is Negligible to 
attack AES-256



Keys can include more than just numbers and 
characters.

They can be very long—up to 256 bits.

Even with GPU acceleration, guessing these keys 
remains extremely difficult.



Asymmetric Encryption

Asymmetric encryption, also known as public-key cryptography, is a method of 
encryption that uses two different keys: a public key that can be shared freely and 
a private key that must be kept secret, where data encrypted with the public key 

can only be decrypted using the corresponding private key, allowing secure 
communication without the need to pre-share a secret key with the recipient.



RSA (Rivest–Shamir–Adleman)



1. Asymmetric encryption is NOT used for 
encrypting large messages.

2. Instead, it is mainly used to encrypt small secrets 
(like an AES key)

Asymmetric Algorithm Max Message Size (for 2048-bit key)

RSA (2048-bit key) ~245 bytes (with padding)

ECC (256-bit key) Very small, used for key exchange

ElGamal Similar to RSA, also slow for large data

How Large Can RSA, ECC, or ElGamal Encrypt?



Symmetric Encryption (Symmetric Encryption)

● Advantages: Fast speed, suitable for quickly encrypting and 
decrypting large-scale data.

● Disadvantages: Key management is difficult; the key must be 
securely shared and protected.

Asymmetric Encryption (Public-Key Encryption)

● Advantages: Public keys can be distributed openly, enabling secure 
key exchange and supporting digital signatures and identity 
authentication.

● Disadvantages: Slower speed, more complex algorithms, generally 
used only to encrypt a small amount of sensitive information or to 
exchange symmetric keys.



We usually use a combined 
solution.   How??？



One time pad
The One-Time Pad (OTP) is a cryptographic 

method that provides perfect secrecy, 
meaning it is theoretically unbreakable

🔹 One-Time Pad is the only encryption 
method proven to be unbreakable.
🔹 However, it is impractical for 
everyday use due to key management 
issues.
🔹 Modern encryption (AES, RSA) is 
used instead, balancing security and 
usability.



Encryption is the process of 
transforming a message, usually 
called cyphered message, in such a 
way that only the intended parties can 
reverse it. The process of reversing 
encryption is called decryption. This 
implies that, as opposed to hashes, 
encryption is reversible.

There are two main types of 
encryption, symmetric and 
asymmetric, this chapter will cover 
symmetric encryption.

In symmetric encryption, the message 
to be sent is encrypted using a single 
secret password, also called key. 
Anyone with that secret key and 
decrypt the message and see the 
original content.

1024 Bits

KEY length == 1024 
Bits



Future Quantum Computing is 
trying to destory all the existed solutions





Post-quantum cryptography (PQC) is a new generation of 
cryptographic algorithms that are designed to protect 

against attacks from quantum computers.



Updates



Symmetric
Asymmetric



Symmetric Encryption

Symmetric encryption is a type of encryption key management solution 

where only one key (a secret key) is used to both encrypt and 
decrypt.



Asymmetric Encryption

Asymmetric encryption, also known as public-key cryptography, is a method of 

encryption that uses two different keys: a public key that can be shared 

freely and a private key that must be kept secret, where data encrypted 
with the public key can only be decrypted using the corresponding private key, 
allowing secure communication without the need to pre-share a secret key with 

the recipient.



A  —  B
A use B’s public key to encrypt the symmetric key

Send to B 
B uses his/her private key to decrypt the cipertext

A can send the messages to B by using symmetric 
encryption



Question1: 

In Asymmetric encryption, 

can you use your private key to encrypt a secret, 

and share this ciphertext to someone?



Discussion:
Application of these 2 Encryptions 



File Encryption: 

Protecting sensitive documents or compressed 
files.



Database Protection: 

Securing stored sensitive data such as 
passwords or medical records.



HTTPS:
 
？



Browsers use asymmetric encryption to exchange 
keys securely, then switch to symmetric encryption 

for speed.



SSH/Github 
(for CS) 

How to build a secure 
connection with someone 





Additional HW for CSer(system design):
“If you were to design a GROUP CHAT messaging application, 

what kind of encryption strategy would you choose? How 
would you balance the requirements of security, scalability, 

maintainability, practice, and future upgradability?”

Answer with detailed design, workflow, technologies you use (the 
secure authentions, etc., ECSDA) and send to me before Sep 15th


